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ABOUT BORDERLESS CS

Borderless CS is Australia’s leading cybersecurity company, accredited with
CREST, SOC 2 Type 2, GDPR, ISO 27001, ISO 9001, and ISO 45001 certifications.
With over two decades of expertise, we empower businesses to defend against
sophisticated cyber threats through proactive, intelligence-led security solutions.

o Elite Compliance & Assurance — We don’t just meet standards—we exceed
them. Our adherence to standards and frameworks, including ISO 27001, NIST,
ACSC Essential 8, and CIS, ensures that we maintain world-class security
standards.

« Offensive Security Expertise — Advanced penetration testing and red teaming
to uncover and neutralise vulnerabilities before attackers strike.

« Risk-First Approach — Tailored strategies for threat mitigation, regulatory

o compliance, and cyber resilience—no one-size-fits-all solutions.

o Australian-Made, Globally Trusted — Deep local insights with alignment to
international best practices for unmatched protection.

We don't just check boxes; we future-proof your business. By combining cutting-
edge cybersecurity technology, threat intelligence, and human expertise, we
transform cybersecurity from a cost center into a strategic advantage.

@ OUR MISSION

Empowering Australian businesses with resilient Cyber defenses and

fostering a secure digital future.

©

OUR VISION

il

Deliver value-based services leveraging the latest technology to

ensure the safety and security of our clients’ business.

info@borderlesscs.com.au 4
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EXECUTIVE SUMMARY

This report analyzes the evolving cyber threat landscape facing Australian
businesses, highlighting key trends such as the increase in ASD hotline calls (+12%
YoY), the persistent threat to critical infrastructure (11% of cybercrime), and the rise
of Al-powered attacks. While medium-sized businesses have seen a decrease in cyber
incident costs, small businesses face increased challenges. The report emphasizes the
need for proactive measures, including Essential Eight implementation, incident
response planning, and strong public-private collaboration. The increasing
sophistication of cyberattacks, as evidenced by the rise in ASD hotline calls and the
targeting of critical infrastructure, demands immediate and decisive action from
Australian businesses. Borderless CS's comprehensive security solutions are designed
to address these escalating threats, offering tailored strategies for vulnerability
mitigation, threat detection, and incident response, ensuring robust protection for
Australian businesses. This report underscores the critical role of strategic
partnerships in cybersecurity. Borderless CS stands ready to collaborate with

Australian businesses, providing the expertise and technology necessary to navigate

the dynamic threat landscape and build a resilient security posture.

iy
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1. RISING CYBER THREATS AND INCIDENT TRENDS

@/ 36,700 +

—

calls
Y to Australian Cyber
12% Security Hotline

Year - Over - Year

87,400 +

Cyber Incident Reports

Increase

11%

affecting critical
infrastructure

65%

of all cybercrime
cases are Business
Email Compromise

38%

I rise, 2024 saw nearly
40,000 new CVEs
published

The cyber threat landscape is intensifying, demanding urgent attention. Consider
these stark figures: Australian Cyber Security Hotline calls have surged to 36,700+, a
12% year-over-year increase, signaling a dramatic rise in reported incidents. Overall
cybercrime reporting remains high, with 87,400+ incidents, and a concerning 11%
targeting critical infrastructure, posing substantial risks to essential services.
Business Email Compromise (BEC) continues to dominate, accounting for 65% of all
cybercrime cases, with attackers increasingly bypassing MFA. Adding to this
pressure, 2024 saw nearly 40,000 new CVEs published. These statistics paint a clear
picture: cyber threats are growing in volume, sophistication, and potential impact,
requiring a proactive and adaptive security posture

info@borderlesscs.com.au 6
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CYBERSECURITY COSTS: DIVERGING IMPACTS ON BUSINESS SIZE

Cyber incidents pose a significant financial burden on businesses, but the impact is
not uniform. Small businesses, often lacking the resources and expertise of larger
enterprises, are particularly vulnerable to the financial strain of these attacks

[ Success Story: Medium-Sized Businesses ]

4 h

Medium-sized businesses
have shown improved
cybersecurity [ Ongoing Challenge: Small Businesses ]
effectiveness, achieving a
35% decrease in average

cyber incident costs, from & [ \

$97,000 to $63,000. This

suggests that investments @ Small businesses a@
in security measures and

@3 experiencing increased
more mature cybersecurity

financial strain from cyber
programs are yielding incidents, with average
positive results.

costs rising from $46,000
I\ to $50,000. This highlights

the ongoing challenges
j faced by SMBs, often due
to resource constraints and
limited cybersecurity
expertise, making them
particularly vulnerable."

il )
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COMPARISON OF INCIDENT TRENDS (2022-2024)
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e Business Email Compromise (BEC): BEC remains the top cybercrime threat.

e Critical Infrastructure Attacks: Attacks on essential services are on the rise

e DDoS Attack Frequency: DDoS attacks have doubled, disrupting businesses more

than ever.

Cybersecurity Incidents
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2. STATE-SPONSORED CYBER OPERATIONS ON THE RISE

State-sponsored cyber operations are no longer isolated incidents, but
rather strategic tools employed to advance national interests. These
sophisticated attacks, targeting espionage, disruption, and economic
advantage, utilize advanced techniques to infiltrate and establish
persistent footholds within targeted networks, necessitating heightened

vigilance and robust international cooperation.

China and Russia

remain prominent state
actors engaged in cyber
espionage, often
utilizing "Living off the
Land" (LOTL)
techniques to evade
detection and maintain
persistence within
compromised systems.
LOTL techniques, which
involve using legitimate
system tools, make it
harder to detect
malicious activity.

info@borderlesscs.com.au

oS
Espionage incidents are
marked by their prolonged
time-to-detect (TTD) —
over 400 days, compared
to just 23.7 days for
financially motivated
cybercrimes. This
extended, undetected
access enables state actors
to gather sensitive
information and
potentially disrupt critical
systems for extended
periods.

D
i

State actors are
strategically targeting
Managed Service
Providers (MSPs) and
third-party software to
exploit supply chain
vulnerabilities. This
approach allows them to
achieve widespread
compromise, impacting
numerous organizations
through a single, high-

value attack.

Nl 7

A2
Nation-state actors are
also actively exploiting
cloud services,
employing advanced
persistent threats
(APTS) to establish and
maintain long-term
access to valuable data
and resources. APTs are
sophisticated, sustained
attacks that can be
difficult to detect and
eradicate.
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3. EMERGING THREATS & ADVANCED ATTACK TECHNIQUES

Al-Powered Attacks

Cybercriminals are  leveraging  Al-driven
automation to enhance phishing campaigns,
conduct more convincing Business Email
Compromise (BEC) scams, improve credential

Al stuffing techniques, and bypass Know Your
Customer (KYC) protocols, making it increasingly
difficult for financial institutions to detect
fraudulent transactions.

loT Security Vulnerabilities

The rapid expansion of 10T devices, especially % I T I'oj
°—lo
o/

in healthcare, industrial, and smart city

networks, has introduced new attack vectors, T —O
with attackers exploiting weak authentication B
and outdated firmware to gain unauthorized $ LO
access and disrupt critical operations.

Multi-Stage & Multi-Channel
Attacks

Cybercriminals are using layered attack
strategies that combine multiple entry points
like phishing, cloud misconfigurations, and
social engineering, along with advanced evasion
techniques like fileless malware, making
detection and prevention more challenging.

Data Monetization & Long-Term
Exploitation { N

Stolen data is being monetized over extended
periods, with cybercriminals leveraging black
market resale, identity fraud, and deepfake
impersonation to carry out further attacks
long after the initial data theft. —

info@borderlesscs.com.au 10
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4. RECENT MAJOR CYBER BREACHES IN 2024

MediSecure Data Breach:

Incident: The sensitive health data of 12.9 million
Australians was exposed, highlighting vulnerabilities
in the healthcare sector.

Impact:  Personal health  information  was
compromised, raising concerns over data security in
the healthcare industry and the potential for identity
theft and fraud.

Implications: The breach underscores the urgent
need for stronger cybersecurity practices, including
data encryption and robust authentication methods
in the healthcare sector.

Antidot Banker Trojan:

Incident: Australian banking apps were targeted by the
Antidot Banker Trojan, exploiting weak app security to
steal user credentials.

Impact: Users' banking information was compromised,
resulting in financial losses and a significant breach of
trust in digital banking security.

Implications: This breach highlights the importance of
improving app security, such as conducting regular
security audits and implementing multifactor
authentication to protect user data.

Early Settler Breach:

Incident: The personal and financial data of 1.1 million
customers was compromised, revealing the risks to
consumer trust in the financial services sector.

Impact: Sensitive financial information was exposed,
damaging consumer confidence in the security of online
financial services and transactions.

Implications: The breach emphasizes the critical need
for financial organizations to continuously strengthen "
their security protocols, particularly in protecting: g
customer data and preventing unauthorized access.

info@borderlesscs.com.au 11
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5. CRITICAL INFRASTRUCTURE & SECTOR-SPECIFIC RISKS

As cyber threats become more advanced, certain industries face increased
risks of ransomware, data breaches, and espionage. Healthcare, Financial
Services, Education, and Energy & Utilities have emerged as primary
targets, each vulnerable to specific attack methods. Understanding these
evolving threats is crucial for strengthening cybersecurity defenses and
mitigating potential risks.

Targeted Sectors

Healthcare
17%

Others
33%

Financial and Insurance Services
11%

Education
9%

Energy and Utilities
30%

info@borderlesscs.com.au 12
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e Phishing: The Gateway to Cybercrime (23%) - A staggering 23% of attacks
begin with phishing, a tactic that lures victims into revealing credentials and
downloading malicious software.

e High-Risk Entry Point: Exploiting Public-Facing Apps (21%) - Attackers
actively exploit weaknesses in web applications and internet-facing systems,
representing a major threat vector (21%) for gaining unauthorized access to
critical networks and data.

o Relentless Assault: Brute-Force Attacks Persist (15%) - Attackers continue to
employ brute-force tactics, repeatedly hammering systems with password
guesses (15% of attacks) in their quest for unauthorized access.

e DDoS Attacks Surge: Doubled Disruption to Key Sectors - DDoS attacks have
doubled, with a significant surge in attacks against financial services and
government entities, designed to disrupt online services and bring operations
to a halt.

info@borderlesscs.com.au 13
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6. GOVERNMENT CYBERSECURITY INITIATIVES

The 2023-2030 Australian Cyber Security Strategy

1.Strong business
and Citizens

6. Resilient region and

global leasdership 2. Safe technology

3. World class threat
sharing and blocking

4. Protected critical
infrastructure

Fig: Six Cyber Shields

Aims to make Australia a world leader in cyber security by 2030

Implements six "cyber shields" to defend against threats

Will be delivered in three phases: Horizon 1 (2023-25), Horizon 2
(2026-28), and Horizon 3 (2029-30)

Focuses on strengthening critical infrastructure protection

Emphasizes cooperation between government and industry on
threat detection and incident response

info@borderlesscs.com.au 14
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The Cyber Security Bill 2024-Australia’s first standalone Cyber
Security Act

o Mandates reporting of ransomware payments within 72 hours for
certain businesses

o Establishes minimum cyber security standards for smart devices
and internet-connected products

o Creates a Cyber Incident Review Board to investigate significant
cyber incidents

e Introduces 'limited use' obligations for cyber incident information
shared with the National Cyber Security Coordinator

International Cybersecurity Regulations

Organizations operating in Australia must also comply with
international regulations, including:

o The EU’s NIS2 Directive, which aims to enhance the cybersecurity
of essential services and digital service providers.

o The US SEC cyber disclosure rules, which mandate specific
disclosures related to cybersecurity risks and incidents for
publicly traded companies.

info@borderlesscs.com.au 15
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7. CLOUD SECURITY: EMPOWERING NEXT-GEN CYBER DEFENSE

With cloud platforms now central to IT infrastructure, their security is mission-
critical. Organizations are leveraging cloud-driven innovation to build agile,
resilient defenses against the latest threats.

UNLEASHING THE CLOUD'S
CYBERSECURITY POTENTIAL

7 N “ N

A

Al-Powered Automated Zero Trust
Threat Incident Security
Detection Response: 7er0 Trust
Intelligent Al Automation af(:l:)iter;SLJres
algorithms analyze §upercharges '
incident response, enforce stringent

threats LT containing and verification,
speed, pinpointing mitigating slamming the door
malicious activity cyberattacks with on unauthorized
before it explodes. maximum efficiency. access

HARDENING HYBRID CLOUD
ENVIRONMENTS
N S

// ~ ZN \\

Organizations deploying hybrid cloud models must maintain relentless
security monitoring to prevent data leaks and misconfigurations. Proactive
threat management, real-time visibility, and unyielding security policies are

essential for safeguarding sensitive assets across complex cloud ecosystems.

Embracing robust cloud security empowers enterprises to construct resilient digital
environments that can withstand the relentless evolution of cyber threats.

info@borderlesscs.com.au 16
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8. FORTIFY YOUR DEFENSES: ESSENTIAL
CYBERSECURITY PRACTICES

To effectively combat the relentless evolution of cyber threats, organizations must
adopt proactive and robust security practices. This includes rigorous testing of
incident response plans, conducting simulated cyberattacks (tabletop exercises), and
strengthening endpoint protection.

KEY CYBERSECURITY PRACTICES:
%

MFA: Beyond the Basics

Multi-factor authentication (MFA) alone is no longer a sufficient safeguard.
With 75% of Business Email Compromise (BEC) attacks bypassing MFA through
techniques like session hijacking, organizations must implement stronger
authentication methods and robust session management.

EDR: Optimized for Threat Detection

Endpoint Detection and Response (EDR) solutions are crucial, but proper
configuration and continuous monitoring are essential. Many ransomware
victims were compromised despite having EDR in place due to inadequate
implementation or monitoring.

Cloud Security: Prioritize Protection

Robust cloud security measures are paramount. This includes:
« Strictaccess controls and identity verification to limit unauthorized access.

 Regular security audits to proactively identify and address misconfigurations and
vulnerabilities

Patch Management: Close the Door on Vulnerabilities

Regularly updating and patching all systems and software is critical. Many
successful attacks exploit known vulnerabilities in unpatched systems.

Cyber Resilience: Build a Strong Foundation

Enhance cyber resilience by adopting robust cybersecurity frameworks, such as
the Essential Eight and Zero Trust Security. Implementing the Essential Eight
provides SMBs with a resilient security foundation

Cybersecurity Awareness Training for Employees

By embedding cybersecurity training into your organizational culture,
employees become a critical line of defense. Ensuring that staff are aware of
current threats and best practices not only reduces the risk of human error but
also strengthens overall security posture.

info@borderlesscs.com.au 17
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SMB SECURITY: ESSENTIAL FUNDAMENTALS

%

SMBs must prioritize these fundamental security measures:

o Multi-factor authentication for all accounts.

o Regular data backups to ensure rapid recovery from ransomware or data loss.

o Fostering a strong culture of security awareness among employees to mitigate

phishing and social engineering risks.

KEY RESOURCES FOR SMB’S

%

The ASD Annual Cyber Threat Report and other sources provide valuable resources to

help SMBs enhance their cybersecurity posture:

Essential Eight Maturity Model

Cyber Incident Response Plan

ASD's Cyber Security Partnership
Program

Report Cyber

info@borderlesscs.com.au

This framework helps organizations
improve their cybersecurity maturity.
(More details: Essential Eight)

Emphasizes the need for effective incident
response plans, with regular testing to
ensure preparedness.

Facilitates information sharing and
collaboration with cybersecurity
professionals. (More details: Partnership
Program - ASD

Aplatform for reporting suspicious cyber
activity, incidents, and vulnerabilities to ASD
(More details: Incident Reporting)

18


https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/essential-eight/essential-eight-maturity-model
https://www.cyber.gov.au/partnershipprogram)
https://www.cyber.gov.au/partnershipprogram)
https://www.cyber.gov.au/report-and-recover/report
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9. BORDERLESS CS: YOUR END-TO-END
CYBERSECURITY PARTNER

The increasing sophistication of cyber threats demands a robust and adaptable
defence. Borderless CS provides organisations with comprehensive cybersecurity
solutions designed to protect critical assets and enhance security resilience. Our
expertise enables us to identify vulnerabilities and mitigate risks effectively. We deliver
tailored strategies ensuring a holistic defence. Borderless CS prioritising knowledge
transfer and empowering clients to cultivate a strong security culture. We are
committed to equipping organisations to confidently navigate the evolving threat
landscape.

Advanced Threat
Mitigation

Proactive Threat
Detection and Incident
Response

Cloud Security &
Zero Trust

Cyber Resilience
& Risk

Managed
Security Services

e 24/7 Threat Monitoring:
Continuous monitoring
to detect and respond to
threats in real-time.

¢ Incident Response &
Forensics: Rapid
response and
investigation services to
mitigate breaches and
facilitate recovery from
attacks.

Implementation

e Cloud Security Strategy

& Consulting: Tailored
security assessments
and best practices to
secure cloud
infrastructure.

e Zero Trust Architecture:

Implementation of Zero
Trust policies to enforce
robust access control
and data protection.

Management

e Custom Security

Frameworks:
Implementation of
frameworks such as
Essential Eight and NIST to
address vulnerabilities and
improve resilience.

e Cybersecurity Risk

Assessments &
Compliance: Thorough risk
assessments and
compliance guidance to
identify and address
threats.

e Al-Powered Threat

Defense: Leveraging
advanced Al and
machine learning to
detect and respond to
Al-driven and multi-
channel cyberattacks.

e 10T Security:

Strengthening loT device
protection through
vulnerability
assessments, firmware
updates, and network
segmentation.

Managed Detection and
Response (MDR):
Continuous monitoring
and rapid response for
all security incidents.

Endpoint Detection and
Response (EDR):
Advanced EDR solutions
for comprehensive
endpoint protection

Our Philosophy : Customer First ; Every Step of the Way

info@borderlesscs.com.au
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10. BEYOND THE REPORT: ACHIEVING CYBER
RESILIENCE WITH BORDERLESS CS

The 2024 cyber threat landscape is rapidly evolving, marked by increasingly
sophisticated and widespread cybercrime. To effectively mitigate these
emerging risks, organizations must adopt a proactive and adaptive
cybersecurity strategy. Borderless CS is committed to empowering
organizations to strengthen their defenses and stay ahead of these threats,
offering a comprehensive suite of services from incident response and
cloud security to Al-powered threat defense. By leveraging the insights in
this report and partnering with cybersecurity experts, businesses can take
actionable steps to fortify their security measures, ensuring a robust
defense and building resilience against the evolving threat landscape.

Elevate your organization's cybersecurity capabilities —
Reach out to Borderless CS for tailored solutions.

Borderless CS: We Secure Your Future

Learn more: https://borderlesscs.com.au
.| _Contact us: 1300 854 340

« Email: info@borderlesscs.com.au

\ N

info@borderlesscs.com.au 20



